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Replication Requirements toprovideanInternet

Directory using X.500

Status of this Memo

Thi s memo provi des i nf ormati on f or the Internet communi ty. I t does
not speci f y an I nternet standard. Di str i but i on of thi s memo i s unl i m-
i ted.

Abstract

Thi s RFCconsi ders certai n de�ci enci es of the 1988 X. 500 standard,
whi ch need to be addressed bef ore an e�ect i ve open I nternet Di rectory
can be establ i shed usi ng these protocol s and servi ces [CCI 88]. The
onl y areas consi dered are pr i mary probl ems, to whi ch sol ut i ons must
be f ound bef ore a pi l ot can be depl oyed. Thi s RFCconcerns i tsel f wi th
de�ci enci es whi ch can onl y be addressed by use of addi t i onal protocol
or procedures f or di str i buted operat i on.
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1 Distributed Operation Extensions

The I nternet Di rectory wi l l operate DSAs over TCP/IP usi ng RFC 1006
[ RC87] , and DSAs over the an I SO Network Servi ce. Di str i buted operat i on
procedures shoul d not requi re f ul l connect i vi ty.

2 KnowledgeReplication

Knowl edge i nf ormati on i s cr i t i cal to resol ut i on of names, and perf ormi ng
searches . Knowl edge i nf ormati on hi gh up the tree needs to be wi del y avai l -
abl e. Consi der resol vi ng a name bel ow\Country=US". To do thi s , a DSA
needs to have f ul l knowl edge at thi s poi nt . Many DSAs need to be abl e
to do thi s , i n order to gi ve reasonabl e response and avai l abi l i ty. I t woul d
be an unacceptabl e bott l eneck to f orce such resol ut i on to a s i ngl e or smal l
number of DSAs. To repl i cate thi s knowl edge wi del y, a systemati c approach
to repl i cat i on i s needed.

3 DataReplication

Searches are of ten made at the root and country l evel , and thi s i s a vi tal
servi ce (e. g. , an approxi mate match of an organi sat i onname). Data needs to
be col l ected i n such a way that thi s sort of searchi ng i s reasonabl y e�ci ent .
The usual X. 500 approach of subordi nate ref erences mi l i tates agai nst thi s .
At a node i n the DIT, subordi nate ref erences to the entr i es bel oware hel d.
These entr i es wi l l be i n many DSAs, each of whi ch needs to be accessed i n
order to perf ormthe s i ngl e l evel search. I t i s suggested that repl i cat i on of
data i s necessary to achi eve thi s .

The major requi rement f or thi s repl i cat i on i s hi gh up the DIT, where i n-
f ormati on must be repl i cated between di �erent i mpl ementat i ons . At l ower
l evel s of the DIT, i t i s reasonabl e f or DSAs to be of the same i mpl emen-
tat i on and to use i mpl ementati on speci �c techni ques i n order to achi eve
perf ormance and avai l abi l i ty.

4 AlternateDSAs

When a DSARef erral i s returned, onl y the master DSAi s i ndi cated. Thi s
wi l l l ead to a s i ngl e poi nt of f ai l ure. I t seems i mportant to al l ow f or ad-
di t i onal ref erences to s l ave copi es , i n order to get better avai l abi l i ty. Thi s
needs to be sol ved i n conj unct i on wi th the probl emdescr i bed i n the previ ous
sect i on.
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5 Guidelines for use of Replication

To be e�ect i ve, the repl i cat i on speci �cat i on needs to provi de gui del i nes f or
depl oyment i n the pi l ot , i n order to meet the des i red servi ce cr i ter i a.

6 Somescalingtargets

Most techni ques f or repl i cat i on have scal i ng l i mi ts . I t i s i mportant that
mechani sms used do not stress the l i mi ts of the mechani sm. The order of
magni tude envi s i oned i n the pi l ot i s 100 000 non- l eaf entr i es and several
mi l l i on l eaf entr i es .
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7 Security Considerations

Securi ty consi derat i ons are not di scussed i n thi s memo.
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